
Find out how to spot a genuine email from
a fake and improve your security with this
handy factsheet.

What is phishing?
Phishing is a common form of online crime. It involves creating
genuine looking websites to lure unsuspecting people and business
into releasing their personal information.

The main way criminals get people to visit these fake sites is by
including a link in an email.

How to spot a phishing email
As long as you are aware, it can be easy to spot phishing emails.
Look out for the giveaway signs below:

General greetings – We’ll always greet you personally by name.
We never use ‘Dear customer’, ‘user’ or any other generalisation.

Spelling errors – Many phishing emails have bad grammar and
spelling in a bid to bypass spam filters. You can be certain an email
that says ‘bAnk 0nline with SanTander’ is not from us.

Being asked to enter personal data – We’ll never ask for your
Customer ID, PIN, customer reference or answers to personal
security questions in an email.

Our ‘image and phrase’ combination is missing – This is an
extra way to tell if a Santander site you’re taken to from an email is
genuine. After you enter your Personal ID when you start logging
in, you’ll see your unique image and phrase. If you don’t, close the
site and don’t input any of your details.

What to do if you get a phishing email
Don’t panic. As phishing is a numbers game, scammers send phishing
emails out to a huge number of email addresses hoping just a few
bite. Receiving a phishing email doesn’t mean scammers have your
personal details.

Forward anything suspicious to phishing@santander.co.uk

We’ll investigate every report we receive although we don’t respond to
each email we get.

If you think you may have revealed some of your
personal information
Call us as soon as possible on 0800 917 9170 Monday to Saturday
7am-11pm or Sunday 9am-9pm.

4 ways you can protect yourself
1 Install anti-virus software that includes an anti-phishing programme.

2 Use a web browser with anti-phishing capabilities – Internet
Explorer, Google Chrome, Firefox and Safari all use anti-phishing
protection.

3 Install Trusteer Rapport – the software you can install from the
Security and Privacy section of the Santander site (under the How
do I? tab). It’s free.

4 Hover over links before clicking to see the web address it takes
you to.

Now try the quiz on the following pages to see if
you can spot a phishing email.
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Quiz
Spot the giveaway signs in these emails
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Santander is able to provide literature in alternative formats. The formats available are: large print, Braille and audio CD. If you would
like to register to receive correspondence in an alternative format please visit www.santander.co.uk/alternativeformats for more
information, ask us in branch or give us a call.

Santander UK plc. Registered Office: 2 Triton Square, Regent’s Place, London, NW1 3AN, United Kingdom. Registered Number 2294747. Registered in England and Wales. www.santander.co.uk.
Telephone 0800 389 7000. Calls may be recorded or monitored. Authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and the Prudential Regulation
Authority. Our Financial Services Register number is 106054. Santander and the flame logo are registered trademarks.BA
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-----Forwarded Message -----
From: Santander Tax Centre < Tax@santander.co.uk
Sent: Monday, 21st September 2012 – 16.05
Subject: paid too much VAT

Dear Customer.

It appears from our records that you have been paying too much VAT and are entitled to a refund. To find out how
much please click on our link VAT refunds here.

Failure to do so will result in you continuing to be paying too much.

We look forward to hearing from you.

VAT department
Santander

Quiz answers
1. We’ve not addressed the customer by name and the landing page the link takes you to isn’t recognisably Santander. 2. We’ve not addressed
our customer by name, it includes bad grammar and the address the link takes you to isn’t recognisably Santander. Tip: Don’t be fooled that it says
Santander in the ‘From’ field – this can be faked. 3. We don’t address you using your email address – we always use your title and surname – and
the address the link takes you to isn’t recognisably Santander. 4. We don’t address customers generally with Sir or Madam and the web address
is suspect as you can make links look like web addresses and name them whatever you like. Tip: Always hover over the link to see where it really
takes you. 5. We never refer to ourselves as Abbey, we wouldn’t refer to someone as ‘customer’, there are grammar mistakes and the HMRC will
always contact you directly about tax issues. Like us, they also address you personally in emails. 6. The email doesn’t use a salutation and Santander
doesn’t have a capital S. Tip: We’ll never say something is ‘Urgent’ to try to panic you into completing an action. 7. We will not contact you
regarding non banking matters, we will address all emails and correspondence personally and we will not include links to external websites.


